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Abstract: The smart city concept has been gaining momentum in the scientific community because
of its potentially huge impact on citizens’ quality of life. However, expectations have not yet been
met in practice. This is firstly due to the sheer breadth of such projects and secondly to the lack of
methodologies available to guide the development of flexible and sustainable platforms over time.
In this work, we propose to address these issues by using a university campus as a less complex
mock-up version of a city. Despite differences between them, we find services that are common to
both, and a medium-sized city’s population is comparable to that of a university community. We
propose an IT conceptual framework to model and implement smart university projects, which
supports the design of a platform that is both in line with the strategic plans of universities and is
flexible, sustainable, stable, and sufficiently modular to support the addition of different value-added
services over the years. Our framework is based on a service provision model materialised in an
IT architecture and managed following a methodology to integrate IT components that ensure the
insertion of new, smart initiatives of value to the community, aligned with the university’s needs, via
a value-added service planning process. The results are presented in the University of Alicante case
study and the SmartUA project.

Keywords: smart city; smart campus; IT conceptual framework; IT architecture; service provi-
sion model

1. Introduction

The main aim of smart city projects is to improve citizens’ quality of life. In order
to achieve this, they address multiple domains covering economic, operational, social,
environmental, health, administrative and governmental aspects [1–4], following, at all
times, the principles of efficient and sustainable service for citizens. Nevertheless, the
sheer breadth of smart city projects means that the development process is highly complex.
Countless imponderables arise, frequently leaving existing initiatives by the wayside or,
at best, leading to humbler redefinitions of these initiatives; so much so, in fact, that very
often, all that is left of the smart city is its name, or the intention behind its conception [5,6].

Clearly, universities should seek to achieve the same quality of life for their community
as that expected of a smart city [7–9]: a medium-sized university with a single campus is a
sufficiently complex environment to be highly representative of a medium-sized city. In
2019–2020, Spanish public universities accounted for over 1 million students, i.e., an average
of 22,000 students per university [10]. However, they carry a considerable advantage: the
impact of the obstacles to smart city proposals, i.e., legislation, urban projects, planning,
etc., is much reduced.

Based on the above factors, we conceived the smart university as a university model
that improves quality of life by making intensive, global, efficient and sustainable use of IT
to deliver services for the benefit of the entire university community [11].

A number of previous publications describe the university as a small-scale city with
the potential to be used as a model for scientific purposes [12–14]. We can affirm that
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a university campus represents an appropriate mock-up for a smart city initiative: it is
representative and, in addition to serving as an example, guide and case study with which
to develop viable projects in our cities, the partial results would be useful in themselves to
effectively and efficiently improve the quality of life of a large number of citizens.

The design and implementation of a smart university could have a positive impact
on any university campus [15–17]. However, this is a significant challenge, and as a result,
such projects can fall through [18,19]. Coordination of a smart university project thus
requires that the whole is divided into smaller, more manageable projects, perhaps over
several financial years, led by different teams and involving the application of a variety of
technologies.

Even successful projects usually result in a scattering of services that are hardly capable
of interacting with each other or of generating new value-added services; ultimately, a
multitude of technologies and services are replicated and maintained [20].

The question considered in this study is how to decompose a smart university project
into different parts—due to its scale—while ensuring that each step, each investment made
and each adopted decision is aligned at all times with the interests and objectives of the
project in its entirety.

Our proposal is an IT conceptual framework to support, model and implement IT
platforms for smart university projects. The framework is composed of a methodology, a
conceptual architectural framework and a series of processes and resources. The method-
ology consists of analysing existing IT, decoupling the technologies and then recoupling
them under a service-oriented architecture (SOA) model based on an IT architecture. This
latter IT architecture meets the needs of the service provision model proposed in the frame-
work. Moreover, the framework specifies a planning process for value-added services
that supports the processes of decision-making and prioritisation of the university’s most
strategic services.

The present article is structured following the methodology applied in our research to
achieve the proposed solution and its validation. First, we analyse existing proposals and
the state of technology in the field (Section 2); next, we present our solution, formalising
the IT framework based on each of its components (Sections 3–7); a case study (Section 8)
is then set out, in which we describe how the proposed IT framework has been applied
to implement the smart university platform at the University of Alicante (SmartUA),
supporting the process of IT incorporation for over six years; to finish (Section 9), we
present the main conclusions and future proposals.

2. Background and Motivation

The smart city concept emerged in the 1990s. In short, it represents an overlap between
the fields of technology and modern urban design [21]. The concept has matured over the
years and now represents a dynamic line of research that has been generating an increasing
number of publications, as reflected in [5].

A literature review reveals the scientific community’s major interest in developing
efficient and sustainable models for cities. Some studies provide an overview of smart
city projects and describe different case studies [5,22]. However, most research focuses on
specific smart city domains, such as security and data protection [23–25], networking [26],
detection of anomalies [27,28], transport [29–31], energy consumption [32–34], business [35]
or government [36–38]. Thus, they centre on delimited problems that make projects more
manageable. Despite this, only a small share of these projects are ultimately put into
practice in real smart cities as originally intended [5].

Explanations abound for this lack of materialisation and, above all, lack of sustain-
ability once the smart city projects are executed. One cause is the excessively complex
nature of urban planning [39–41], making it particularly challenging to achieve the label of
smart city. Numerous imponderables need to be overcome, including the huge financial
investment required in many different domains (urban, technological, training, informative,
etc.) [42,43]; the complicated, costly and cumbersome nature of conducting urban planning
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projects in consolidated cities [44,45]; the numerous changing or immature technologies on
which these proposals are still based; the large number of actors involved throughout the
value chain [46]; and the huge task of finding skilled labour.

A university campus of a medium-sized university is comparable to a smart city
with an average or even large community in almost every domain of potential interest.
In Spain, an urban concentration of more than 10,000 inhabitants is considered a city:
currently, Spain has 753 cities, a population of 37.74 million inhabitants and an average
of 50,000 inhabitants per city [47]. It must be noted that a medium-sized university can
have an average community of fifty thousand members [48], who make intensive use of
the different areas, services and technologies. To operate normally, universities require
different domains in order to function in a robust and concentrated way: these are the
government, organisation, mobility, university life, health, environmental sustainability, etc.
A campus indeed occupies a much smaller surface area than a city, but it still represents a
large urban area and shares many problems and complexities common to any city: parking
lots, access, traffic, urban planning, buildings, green areas, services, catering, leisure, etc.
Therefore, despite the obvious differences, it is clear that a university campus can be used
as a simplified mock-up version of a city.

In line with this, there are numerous studies relating to the notion of a smart cam-
pus [49], focusing on different specific sectors, such as the management of the growing num-
ber of devices [50]; IoT architectures [51–53]; energy management and air quality [54,55];
flexible architectures [56–59]; sensor networks [60]; big data [53]; semantic interoperabil-
ity [61]; or knowledge management [62]. Research has also been conducted on global smart
university solutions, though these are implemented for specific campuses, as in [63,64].
The latter study describes a solution applied at the University of Malaga centring on sus-
tainability. Finally, more general studies have been presented, such as [65], which examines
the smart campus concept from an administrative perspective [11]; which describes the
concept of a smart university; or [66], which advances the conceptualisation of a number
of key smart campus components.

Another reason for the difficulty in realising smart cities is the lack of models and
methodologies that allow the undertaking of projects of this scale in a systematic and
structured manner, while maintaining a global vision of all subcomponents [38]. Some re-
search, however, has been conducted in this regard, such as [67], which offers an integrative
framework and shows the relationship between smart city initiatives and success factors,
providing the government with a more comprehensive vision in order to launch initiatives.
Other illustrations are given in [68,69], which advance predictive models aimed at planning
and managing such projects. Moreover, a series of standards have been developed; they
range from generic standards, focused on definitions [70,71], to more specific and technical
norms [72].

In terms of more technical research, a number of works introduce specific smart city
architectures [73–76]. Open-source development platforms such as Fiware [77] even exist,
together with several studies that have used these platforms for their own development or
validation [78–80].

In previous work, we identified two major problems underlying the implementation
of smart city platforms. The first was the sheer complexity of urban change. We addressed
this first cause by reducing the complexity and proposing a solution that was limited to a
university campus. Our rationale was that, despite the clear differences between a city and a
university, the results obtained using a smart university platform can, to a certain extent, be
relevant to a city, provided that the platform serves an extensive community, such as that of
a university campus. This assumption is supported by previous studies according to which
a university campus can be used as a less complex model of a city [12–14,63–79]. Moreover,
we sought previous works directly related to our hypothesis according to which the
existence of a global framework, that includes a methodology for adding new services to a
smart university platform and guarantees both ease of integration and strategic alignment,
would make it easier to realise these types of projects. In this field, we found models
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focusing mainly on evaluating the relevance of end-services and their alignment [39–41],
and other more technical proposals concentrating on valid architectures for smart city
platforms [45–48,70–73]. This led to the identification of the second problem: although
many potential pieces of the smart university puzzle already exist, they are dissociated.
No framework has been found that allows the management of the core elements of a smart
university project, nor have instruments been advanced that would enable the integration
of smart university projects, from their design and governance to their management,
technical implementation and deployment decisions. Thus, no framework enables the
planning, modelling and implementation of the basic components that would make smart
projects sustainable over time.

To specify the position of our proposal within existing lines of research and to sum-
marise the state of the art, we created a graph (Figure 1). It shows three broad research
areas related to our study, within the concepts of the smart city and smart university:
works advancing specific solutions for a given environment (specific solutions); research on
architectural proposals for these types of platforms (architecture); and, naturally, models
and frameworks for the development and alignment of the results achieved for smart
city/university solutions (models and frameworks). Our proposal represents a subdivision
within the smart campus/university concept that mainly covers models and frameworks;
it also includes architectural elements and shares aspects with the subdivision that contains
specific solution works.
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All the above factors motivated the present study, in which we present an IT conceptual
framework for modelling and implementing smart university projects. The objective is not
only to support the alignment of the platform’s results with university strategies, but also to
offer a methodology for incorporating technologies supported by a multilayer architecture
that allows the integration of new services in an agile, flexible and viable way. The IT
conceptual framework proposed in this work is being implemented at the University of
Alicante, which has been engaged for over six years in a smart university project called
SmartUA [81]. SmartUA has been entirely developed based on the IT framework proposed
in this study, and, currently, its entire maintenance and continuous improvement process
follow the IT conceptual framework described below.
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3. Proposed IT Conceptual Framework

A smart university project presents numerous advantages, from improving the entire
university community’s quality of life, to making top-level contributions such as driving
the university’s desired good governance. Nevertheless, the development of projects as
intrinsically complex as smart universities is a colossal task. Without guidance, these
projects generally fail if expectations are not addressed. For this reason, we focused on
an IT conceptual framework that would help such projects to become successful. The
framework’s objective is to set out basic principles, accompanied by a series of good
practices, methodologies and models, to guarantee that the project has a solid foundation,
aligned with the university’s strategy, thus raising its chances of success.

Specifically, the proposed smart university conceptual IT framework (Figure 2) consists
of a service provision model, an IT architecture, an integration methodology to incorporate
new IT components into a smart university project and a value-added service planning
process to implement within each university. All these elements are the result of over
ten years of research grounded in the specific experience of launching a smart university
platform at our university, which includes a community of almost forty thousand people.
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The proposed IT architecture is adjusted to the service provision model, which reg-
ulates how the platform offers its services to achieve scalable and sustainable solutions.
These two elements represent resources used in the IT component integration methodol-
ogy to provide a mechanism for incorporating technological components. It does so in
such a way as to maintain the precise philosophy defined in the service provision model,
favouring the reuse of components and minimising redundancy. To plan the value-added
services to be developed, the framework includes a non-prescriptive process explaining
which major guidelines should be followed to strategically prioritise the projects of greatest
interest to the university. This process generates a roadmap that includes a prioritised list
of the required services that must be implemented in accordance with the IT component
integration methodology. The following sections provide a detailed description of each
element included in the framework.

4. Service Provision Model

Most basic infrastructure and service providers (such as energy, water) offer solutions
referred to as “smart” that are perfectly suited to the specific initiatives included within
a smart university project. Each initiative involves monitoring the provider networks in
order to obtain information on the state of the infrastructure or information storage or,
even in the most intricate cases, on how this information is processed. The end result is a
university service based on a series of indicators and warnings that support the decision-
making process.



Sustainability 2021, 13, 3397 6 of 26

Nevertheless, the services or technological solutions are usually closed or poorly
standardised, and if the institution wishes to take advantage of all the sensor networks, or
of the entirety of the huge volume of information obtained—to integrate them with other
data sources and to create new value-added services—it is likely that it will be simply
unable to take advantage of them and must consider installing new sensor networks or
replicating databases, services and infrastructures.

This is because each partial solution is initially designed following a horizontal end-to-
end service provision model (Figure 3). The design requirements do not include integration
into the organisation’s existing systems, thus preventing the true integration and use of its
technologies, processes and services under a global project.
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Our hypothesis is that without the global vision offered by a methodology and a
model, each action, within such a large-scale project, ultimately remains independent,
making it very difficult to take advantage of the services, information and, to an even
lesser extent, the existing infrastructure. Therefore, the resources used are often replicated.
Thanks to a global proposal, each new addition of a value-added service within a smart
university project could, where possible, leverage the existing sensor networks or provide
new ones that could be reused in the future.

Our model seeks to address a series of stages that are usually common to all actions
separately: collect information, store it, process it and offer a service. In the specific case of
data collection, because the sensors are independent, they act together and are distributed
across the compound, forming what we call a campus’s digital skin. This digital skin will
be available for all services. However, it is not only the digital skin that can be reused.
The model aims to make it possible to take advantage of all the existing elements. Thus,
in addition to sensor networks, it should be possible to reuse databases, data processing
algorithms, services, communications infrastructures, interfaces, applications, etc.

The proposed service delivery model is based on this digital skin and acts as a data
acquisition component. These data in turn will be offered as a service to be stored and
later converted, via data processing, into information. By thus providing this information
service, it becomes possible to achieve a comprehensive, digital service model that favours
transparency, reuse and entrepreneurship.

This value-added service provision model identifies a range of elements that must
maintain their own identity. These elements include smart sensor networks or other
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data sources that are responsible for collecting the injected data for their storage and
subsequent retrieval and processing to provide the service. Figure 4 shows an example
of the distribution of services based on the proposed service provision model. One can
observe a vertical delimitation as opposed to the horizontal solutions shown in Figure 3. In
this proposal, different services can reuse the same processing, storage, data or even sensor
elements, if required. The model’s only constraint is that each element in each layer must
be offered as a service to its adjacent layers and, whenever possible, elements that do not
occupy adjacent layers should not be directly connected.

Sustainability 2021, 13, x FOR PEER REVIEW 7 of 27 
 

 

service, it becomes possible to achieve a comprehensive, digital service model that favours 
transparency, reuse and entrepreneurship. 

This value-added service provision model identifies a range of elements that must 
maintain their own identity. These elements include smart sensor networks or other data 
sources that are responsible for collecting the injected data for their storage and subse-
quent retrieval and processing to provide the service. Figure 4 shows an example of the 
distribution of services based on the proposed service provision model. One can observe 
a vertical delimitation as opposed to the horizontal solutions shown in Figure 3. In this 
proposal, different services can reuse the same processing, storage, data or even sensor 
elements, if required. The model’s only constraint is that each element in each layer must 
be offered as a service to its adjacent layers and, whenever possible, elements that do not 
occupy adjacent layers should not be directly connected. 

 
Figure 4. Example of the use of components in the vertical distribution proposed in the service 
provision model. 

In this way, we obtain a model that systematically integrates all present and future 
initiatives to ultimately provide the service through the following actions: collect, inject, 
store, retrieve and process data. Once isolated and converted into services, each of the 
system’s components may be reused by any other element or service that exists or has 
been incorporated into the platform. 

The service provision model provides a conceptual explanation of the relationships 
between the components, making it clear that the data cannot be directly accessed but 
rather processed and offered as services before they are consumed. This guarantees, 
among other things, that the consumed data conform to all the security and anonymisa-
tion regulations applied to the platform since they can only be consumed from the layer 
that offers them as a service. There is a range of models and patterns that could be suitable 
when implementing this service provision model. At this point, it is the conceptual aspect 
that is important, regardless of whether this provision model can be implemented through 
microservice models, orchestrated through SOA or use patterns such as Facade or Gate-
way. 

It is precisely this service provision model that conditions the choice of architectural 
style and proposed IT architecture (Section 5), aimed at supporting the elements identified 
for the provision of value-added services. 

5. IT Architecture 
The architectural style defines the layers and general tiers in which the components 

will be structured based on the proposed value-added service provision model. The style 
that we found was best adapted to the design of a technological platform for providing 
smart university services was an n-layer architecture [73,77]. Within this architecture, the 

Figure 4. Example of the use of components in the vertical distribution proposed in the service
provision model.

In this way, we obtain a model that systematically integrates all present and future
initiatives to ultimately provide the service through the following actions: collect, inject,
store, retrieve and process data. Once isolated and converted into services, each of the
system’s components may be reused by any other element or service that exists or has been
incorporated into the platform.

The service provision model provides a conceptual explanation of the relationships
between the components, making it clear that the data cannot be directly accessed but rather
processed and offered as services before they are consumed. This guarantees, among other
things, that the consumed data conform to all the security and anonymisation regulations
applied to the platform since they can only be consumed from the layer that offers them as a
service. There is a range of models and patterns that could be suitable when implementing
this service provision model. At this point, it is the conceptual aspect that is important,
regardless of whether this provision model can be implemented through microservice
models, orchestrated through SOA or use patterns such as Facade or Gateway.

It is precisely this service provision model that conditions the choice of architectural
style and proposed IT architecture (Section 5), aimed at supporting the elements identified
for the provision of value-added services.

5. IT Architecture

The architectural style defines the layers and general tiers in which the components
will be structured based on the proposed value-added service provision model. The style
that we found was best adapted to the design of a technological platform for providing
smart university services was an n-layer architecture [73,77]. Within this architecture, the
layers that support the entire model were identified as application, service and communi-
cation.

The application tier was divided into layers and sublayers. The monitoring layer
includes a monitoring sublayer and an acquisition sublayer. The business layer then
contemplates sublayers for the inject, storage, retrieval, processing and service actions.
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Finally, the presentation layer contains the components required for delivering the services
and information to end-users.

Each layer is dissociated from the rest in such a way that one layer only communicates
and interacts with adjacent layers and always through a service-oriented architecture (SOA)
schema. The sublayers identified for each layer collect the main categories of elements
that should be decoupled to support a smart university. These elements, however, can be
adjusted for each specific implementation. We would thus recommend dividing these into
the sublayers proposed in the architecture, although this is not imperative.

The services layer contains the service provision platform’s global and general com-
ponents, such as registration, login, authentication, connectors and scripting. Finally,
the communication layer supports the service transactions generated by the other layers,
through equipment interconnection systems and internetworking. The internal structure
of each tier and each layer is organised by a microservices architecture pattern.

Figure 5 illustrates the proposed IT architecture with layer and tier views. These layers
provide the necessary technology for smart universities to function as a whole, as well as a
range of services provided to the community that will improve their quality of life.
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The smart university’s monitoring layer oversees the capture, in a descriptive manner,
of the elementary information of the object of observation using devices that record physical
events, logs or devices that generate impulses. The latter will be processed so that they can
be managed as data in the business layer, to generate smart services of value and improve
the quality of life of the university community.

This layer covers both monitoring and data acquisition devices since these components
are responsible for collecting a smart university’s input data, which ranges from sensors,
cameras, RFID cards and mobile devices to actuators, third-party applications, external
data sources, logs, control devices or smart meters. Therefore, identification of the type
of information that is to be collected in each smart university domain will determine the
technology to be applied.

All devices used in the monitoring layer must be able to work together and over
the Internet, thus making the services created for a smart university highly autonomous.
Under this approach, it is important to develop decoupled components that interact with
these devices, to avoid any reliance on the manufacturers’ closed protocols. Therefore,
the observation data are stored in a raw state (i.e., not processed in any way), so that a



Sustainability 2021, 13, 3397 9 of 26

different, upper-level system (in which information from multiple sources is stored) applies
the validation and transformation rules of the data related to the observed phenomenon.

In short, this monitoring layer is responsible for acquiring data that are as raw as
possible. Therefore, it includes all the devices and applications that are used for the data
sensing, regardless of their nature. These data are stored and processed in the business
layer in order to transform them into community services.

The processing and storage of all the information generated in a smart university
is key for all services to function properly. With the support of the communication and
service layers, it is possible to interconnect and transport all the information between all
the devices in the business layer, which thus constitutes the smart university’s brain.

This business layer is responsible for collecting, normalising, processing, storing and
analysing isolated and big data to transform them into useful information. All this is
performed within a microservices architecture model that favours services that provide
interoperability, integration, scalability and compatibility between tiers and layers through
architectural patterns such as SOA—which support decoupling. Thanks to all this informa-
tion, as well as the storage and analysis systems used, we can generate information and
offer it, in line with the SOA paradigm, to interested customers or devices. In this way, it is
possible to build a unified university model that can be used by services, applications and
end-users for the benefit of the university community.

First, this layer collects all the components related to the injection, from scripts to
more sophisticated services which communicate directly with the storage sublayer’s com-
ponents and services to make the information collected in the monitoring layer consistent.
The services offered in the services sublayer obtain the processed information from the
processing sublayer, and this sublayer, in turn, must use the data access components within
the retrieval sublayer to obtain the information to be processed.

As explained in previous sections, it is not strictly necessary (although it is advisable)
to identify each and every layer proposed in the architecture, but it is imperative, taking
into account the identified sublayers, to respect the verticality of the proposal so that each
layer and sublayer communicate only with adjacent ones.

The presentation layer is responsible for giving visibility to the information generated
by the business layer in a formatted manner, in the form of either services or applications,
for the benefit of the whole community, including users, companies and administrations.
The purpose of this layer is to ensure that the information leads to improved services,
management, efficiency, security, social cohesion and better quality of life for citizens.

This layer covers all the elements related to the presentation of the data to the members
of the university community. In essence, it includes all the components used to display the
data in the user interface clearly, concisely and intelligibly. The same data can be presented
in various ways so that users who consult them, depending on their profile, can make the
most of this information. The elements responsible for presenting the information to users
are located in this layer and must access the data only through the services sublayer in the
business layer, maintaining the architecture’s required verticality.

The service layer is transversal to all the components and services of the application tier
and includes the common elements used by the different services throughout all the upper-
tier sublayers. The elements of this layer must be defined for each specific implementation,
taking into account that these services are transversal, such as authentication services,
login, data protection and security.

The communications layer, within the tier that bears the same name, is horizontal
with respect to the other layers as it encompasses the basic interaction technology of the
different elements, providing the basis for internetworking in the monitoring, business
and presentation layers and to the service layer. Its task is to make the other components
in the architecture of the physical mechanisms—used by each technology—independent,
so that they can communicate and interact. Regardless of whether low-power and low-
consumption LPWAN (low-power wide-area network) networks (such as LoRa, RFID)
or particular networks (such as vehicles, security cameras) can be used with lightweight
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protocols (such as Message Queuing Telemetry Transport - MQTT), the entirety of the
infrastructure must be encapsulated and presented to the upper layers in a uniform man-
ner through Internet networks, even over high-level protocols such as HTTP (Hypertext
Transfer Protocol) and SOAP (Simple Object Access Protocol).

This proposed IT architecture describes how components are distributed in tiers and
layers based on the service provision model (Section 4) and entirely aligned with the
methodology (Section 6) that is proposed within the IT conceptual framework to integrate
IT components into the smart university project.

6. IT Component Integration Methodology

The development of a smart university project encompasses many highly complex
tasks. One of these large-scale tasks, which also repeats itself over the years within the
smart university’s maintenance and continuous improvement process, is the incorporation
of IT components into the platform. We include within the concept of IT components any
element related to technology that will be added to the platform, ranging from sensors,
internetworking devices or databases to applications, services or processes.

This incorporation of technology plays an essential role at the beginning of the project,
at which point no components have yet been developed and any step that is taken to lay the
foundations of the project inexorably involves the incorporation of IT components. Once a
platform is built as the core of a smart university project, it also has a crucial role when new
value-added services that involve IT are created for the university community. If it has not
been considered in the design phases, this integration of IT components will be greatly
conditioned by inherited decisions and technologies. On the whole, delays will occur, and
it will be necessary to replicate sensor networks, duplicate data storage or process the same
information several times. It will be difficult to take advantage of technologies and reuse
services and applications.

This section presents an integration methodology that facilitates the incorporation
of IT components into a smart university project. The methodology is directed towards
identifying which technology is the most suitable, as well as determining how it can be
incorporated into the project in a way that is adapted to the service delivery model and
the proposed IT architecture. The method is applicable each time IT components are
incorporated, both at the beginning of the project and in subsequent extensions or during
the maintenance and update phases. The methodology, described based on processes using
the Eriksson–Penker model, is shown in Figure 6.
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The methodology also provides guidance on how to correctly implement both the IT
architecture that has been proposed and the service provision model. The latter forms the
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basis of a flexible and scalable platform, thus presenting the key features of a platform that
is sustainable over time.

The most common scenario in any existing large organisation, city or campus is that of
a diversified ecosystem, made up of inherited applications, sensors, network technologies
and systems, often resulting from the use of horizontal solutions (Figure 3). Therefore, the
problems are inherited too. This makes it necessary to first identify (P1) the technologies
and IT services related to the elements to be implemented within the smart university, to
build a general idea of what currently exists and what can be done with these existing
technologies.

The university’s IT catalogue, in addition to being essential in applying the methodol-
ogy, is necessary to conduct highly beneficial processes, such as accreditations of the Inter-
national Organization for Standardization (ISO) or the application of standards, e.g., the
Information Technology Infrastructure Library (ITIL) or Control Objectives for Information
and related Technology (COBIT). Many universities already have an IT catalogue, precisely
because this is a requirement included within various IT governance and management
standards. In such cases, the catalogue simply needs to be consulted and updated. When
implementing their smart initiatives, universities that do not dispose of an IT catalogue
aligned with their strategic interests must conduct a survey of the campus technologies in
order to develop the IT catalogue within this identification process (P1). Once the catalogue
is obtained (either because it previously existed or because it was drawn up), it is necessary
to identify the new IT elements related to the component to be implemented, to review
the catalogue to avoid unnecessary duplication and, ultimately, if necessary, add new
elements. The process ends with the updating of the catalogue, providing the university
with a revised IT catalogue that is consistent with its technological reality.

Once the IT technologies and services have been established, the next stage is to
classify (P2). The proposed methodology identifies three categories, based on the layers
proposed in the IT architecture application tier (Section 5): presentation layer, business
layer and monitoring layer.

These technologies must then be decoupled (P3), considering the classification of each.
At this point, it is necessary to ensure that the identified components are independent of
closed or proprietary solutions. This decoupling often necessitates the development of
specific components to achieve the objective, followed by finally returning to the integration
(P4), using the IT and SOA architecture as an integration model (Figure 7).
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The proposed methodology must be applied each time the smart university project
requires the incorporation of IT components, since the identification, classification, decou-
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pling and integration processes guarantee the correct integration of the new IT components
into the existing platform, thus maintaining the characteristics of scalability, consistency,
reusability and sustainability (Figure 8).
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To carry out process 5 in Figure 8, it is necessary to plan the services that add value to
the university—specifically, the framework element described in the section below.

7. Service Planning

A smart university project is unlikely to be undertaken all at once. It will be divided
into different actions, unfolding over several accounting years, during which management
changes may take place. Over the years, it will gradually incorporate services for the
university community. Deciding which services are the most relevant to address, as well as
their timing, is critical for the global project to advance properly. The decision, however, is
not trivial and must take a number of very different aspects into consideration.

Starting with the university’s needs and guided by the university’s strategic plan,
the smart university dimensions and current regulations, the service planning process is
conducted in order to obtain a roadmap with a prioritised list of value-added services
that will enrich the smart university platform (Figure 9). This roadmap will guide the
different actions to be developed in the smart university project. Applying the proposed IT
framework, the inclusion of any of these services must be based on the service provision
model, in accordance with the IT component incorporation methodology, which will align
the service with the IT architecture.
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The university’s strategic plan and regulations depend on the university and even
on the country or region in which the smart university project is to be implemented.
For its part, the smart university’s dimensions analysis is, in a way, closely linked to
the destination university, since it depends on specific factors such as idiosyncrasy and
geographical location. It is, however, important to identify the smart pillars proposed
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within the smart university concept. Generally, all the smart dimensions proposed by the
European Union in its Mapping Smart Cities in the EU report [82] should be taken into
account. The dimensions centre around six fundamental pillars: Citizens—Smart People;
Administration and Government—Smart Governance; Environment and Efficiency—Smart
Environment; Mobility—Smart Mobility; Economy—Smart Economy, and Way of Life—
Smart Living.

We propose to reflect the European Union’s key dimensions in the definition of this
framework. They can be extended, as needs arise, to decouple areas or pillars according
to the particular circumstances at the time. Indeed, implementation of a smart university
entails the dynamic and constant improvement and expansion of services for the benefit of
the university community. Knowledge of the smart university dimensions makes it easier
to understand the domain and provides a basis for prioritising value-added services.

All these dimensions must be aligned with each university’s strategic pillars and
characteristics. Indeed, the latter determine the projects and decision-making in the years
to come, allowing the suitable operation, management, improvement and evolution of
strategic decisions relating to the city’s development and the community’s wellbeing.

Due to the complexity of a smart university’s global implementation, once the platform
to be used as the core of the smart university project has been developed, value-added
services can be designed and implemented over different phases. The pillars and actions,
aligned with the university’s strategies, that will be prioritised in the different phases of
implementation must be selected. This continuous improvement process does not have
any major implications since the platform’s core is designed from the very beginning to be
flexible enough to support the gradual development of services and improvements (thanks
to the service provision model, the IT architecture and the IT component incorporation
methodology). Even after all the dimensions have been implemented, the monitoring and
continuous improvement strategies will lead to new services being included in most of the
them. These must follow the methodology and respond to the proposed models.

It is important to remember that the dimensions are not dissociated. Many sensing,
monitoring or dashboard application initiatives relate to more than one pillar. Thus, once
the initiatives to be implemented have been identified, the dimensions to which they relate
should be correctly identified.

Another key aspect when selecting the services to be implemented is the university
idiosyncrasy. Universities are based on service principles and these services will always
centre around the university’s mission: teaching, research and technology transfer.

Given the type of institution that universities represent, and their form of financing,
certain aspects and principles are expected to be given particular attention: transparency,
participation, responsibility and accountability. All these principles correspond to good
governance principles that should be applied to each action, especially when they are
within the scope of the smart university.

On the other hand, a university’s community profile is much more specific than that
of a city’s: the community is mainly composed of young or middle-aged adults and the
presence of children or senior citizens is unlikely. The university community naturally
presents a high educational level and is usually deeply involved in governmental aspects
(compared to the general population). Clearly, each collective has a particular sensitivity to
a specific type of initiative and the university city is no exception.

In addition to this generic university profile, each university will present needs based
on their interests, sensitivities and particular strategies, which will largely depend on
the environment in which they are located. Again, the latter will condition the type of
added-value services under consideration and the way in which proposals should be
prioritised.

By taking all the above into account (idiosyncrasy plus strategy), it is possible to
determine which services should be developed in a specific university.

As explained above, a smart design or concept depends, in any university, on the
needs of each of its domains, the services required and the strategic plan defined for that
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university. A successful outcome is undoubtedly mainly linked to and conditioned by
financial and social factors, which will make it possible to measure the project’s degree
of success. The process proposed here is not prescriptive, but it does include a series of
recommended tasks to correctly plan the services. These tasks are summarised in Figure 10.
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Before starting to plan sustainable services or solutions, it is necessary to consider the
limits imposed by social, political and economic structures, as well as the availability or
non-availability of different resources. In addition, to guarantee the project’s sustainability,
one must ensure that the actors involved in the maintenance (administration, government,
community, individuals) fulfil both the technical and management conditions required
to maintain the generated services (T1) and the sufficient resources to finance the costs
generated by such maintenance in the medium and long term (T2).

The key to becoming a smart university does not only lie in planning or implementing
technologies in all domains or monitoring a community’s elements. It clearly also depends
on a commitment to transforming the way in which problems are solved and adapting
dynamically to challenges. The implementation of a smart model is a complex process that
requires a sustained, holistic vision of the task that is unfolding.

The challenge is met when these criteria become transversal and intersect with all
university dimensions. For this reason, it is essential to encourage all actors in the university
community (T3) to participate: citizens, university bodies, administration, ICT companies,
construction companies, urban service companies and all other competent organisations.

Once the necessary agents have been identified and involved, it is important to
evaluate three components for each smart factor under consideration, thus performing a
feasibility analysis (T4). First, the key factors (T4.1) related to the different smart dimensions
must be established to assess the degree of development (T4.2), in order to understand
the university’s current situation as well as the environment in relation to each of these
factors. One must then analyse whether it is feasible to develop a specific area (T4.3), while
bearing in mind the contextual conditions that may limit or enhance a successful outcome:
the economy, geography, culture, the environmental conditions, etc. Finally, the actions
(T4.4) to be developed must be prioritised, remembering that, due to the heterogeneity
of a university’s communities, the needs of each will sometimes differ. A small campus
is unlikely to be problematic in domains such as mobility or the environment, but it
may present problems such as inefficient energy consumption or transparency difficulties,
among other limitations.

Table 1 illustrates a proposal for a template to develop task T4 within the frame-
work. In this case, the key factors are applied to a hypothetical university to provide a
full template.
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Table 1. Template of analysis of smart university indicators.

Key Factors Degree of
Development Viability Priority

Government

Transparency
Taxation

Service efficiency
IT tools

Mobility Connectivity and local transport
Regional connectivity

Environment

Pollution (air, water)
Natural resource management

Environmental protection instruments
Smart building

Energy efficiency

People Citizen participation
Sociocultural level

Economy

Industry diversification
Eco-efficient tourism

Green clusters
Support for the green economy

Tax incentives and aid

Living Social cohesion
Life and property security

Once the key factors and their components have been established to assess the univer-
sity’s required degree of development, it is necessary to define an appropriate development
procedure (T5), applying a transversal and integrated vision. A defined strategy is then
materialised in a roadmap which establishes the necessary steps, the activities to be carried
out, the agents involved, the timeframe and the sources of financing necessary to develop
value-added services.

To close the cycle and to ensure that the development is entirely consistent, contribut-
ing to maintaining the service provision model (Section 4), it is advisable to apply the
methodology proposed in the framework when developing the value-added services into
which the IT components need to be incorporated (6).

8. The SmartUA Case Study

The proposed IT conceptual framework has been implemented at the University of
Alicante since 2014, when the university’s board decided to build the foundations of a
smart university.

Notably, the University of Alicante has a community of over forty thousand people,
who make intensive use of spaces, services and technologies; in comparison, approxi-
mately 96.9% of Spanish municipalities have a population of less than thirty thousand
inhabitants [83].

An examination of the different smart dimensions within the University of Alicante,
their cross-analysis with the university’s strategic plans [84], the main elements of the
university’s idiosyncrasy, as well as a feasibility study, all led to the roadmap presented in
Figure 11. It summarises the analysis carried out within the value-added service planning
process (services 7).

Once the development of the platform was begun in 2016, it was necessary to add
IT components. The methodology conceived for this task within the framework was thus
applied (Section 6). At that time, no thorough technological university catalogue had been
elaborated, so the identification process was conducted with the aim of building a catalogue
that reflected the University of Alicante’s technological realities. This technological survey,
carried out as part of the methodology, was also aligned with other university strategies
related to good governance. In this way, the process of identifying the technologies
allowed the implementation of the project following its designed methodology, obtaining a
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technological catalogue of devices and services, with a positive impact on the university’s
good governance.
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Once the IT components were identified, classified and decoupled, they were recou-
pled following SOA patterns for communication and the components were distributed
according to the IT architecture (Section 5) proposed within the framework. As defined in
the architecture, the monitoring layer was made up of elements used for data monitoring
and acquisition. Notably, these elements can be either technological components, e.g.,
temperature, pollution or noise sensors, or software included within devices, making users
the very carriers of the sensors capable of measuring other more complex factors, such as
the quality of a service based on the time it takes to use it. The intermediate layer contains
the entire business logic, including the storage, processing and provision of the stored or
generated information. Finally, the presentation layer offers the formatted data to the smart
community, either through ready-to-consume end-services or as services intended to be
consumed by other applications or third parties.

After a review of the UA’s state of technology and its service prioritisation, we decided
to implement the architecture’s different components with technologies that are currently
part of distributed environments with a high density of use and users, such as the cloud and
distributed web applications. For this reason, a more specific architecture was elaborated
for the University of Alicante, using the layers and sublayers proposed in the framework.
Figure 12 shows both the IT architecture implemented by the SmartUA solution and the
technology stack used.

In accordance with the roadmap (Figure 11), once the architecture was implemented
as part of the base platform, the Wi-Fi value-added service was developed in 2016. CISCO
company tools were used to manage the wireless network at the University of Alicante.
They allow the monitoring of the users who are connected in real time to each Wi-Fi
network access point. These devices were added in the monitoring layer following the IT
component incorporation methodology. The rest of the implemented components related
to processing and storage were located in the business layer, and the elements related to
publication and views were located in the presentation layer.

These purely numerical data referring to Wi-Fi network users are very useful, for
example, for network administrators, but they are of little use to campus users in their pure
state, since they represent a huge dataset that is very difficult to decipher. They need to be
interpreted in order for their value to be fully exploited. This Wi-Fi network user indicator
can serve to detect the areas in the university with the largest user concentrations. Therefore,
it can help to locate and predict the areas with the highest human traffic. It can also help
those concerned about topics relating to hypersensitivity disorders to electromagnetic
technology to avoid certain areas. It can inform users about areas of the university in which
the bandwidth is shared the most and will therefore fluctuate, or it can simply indicate the
quieter places most suitable for study. It was then decided to offer this information service
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in the form of heat maps, which represent the geographical density of the Wi-Fi network’s
use state at all times or historically (Figure 13).
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Wi-Fi consumption.

Thanks to the framework’s application, a completely modular, scalable and flexible
platform was obtained to which services can be added by integrating modules into any
layer, thus allowing the building of tools in an aggregate way. This made it possible to
continue with the roadmap and to develop the rest of the value-added services, such as elec-
tricity consumption (Figure 14a), agenda (Figure 14b) and vehicle recharging (Figure 14c),
without any major setbacks.
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A data access API (APIData) was developed with two main objectives. The first was
to offer data of interest to third parties so that they could develop their own value-added
services and contribute to the university community’s quality of life. The second was based
on fulfilling one of the university’s research missions. Over the years, the platform has
accumulated a very rich database of data that is offered anonymously to researchers to
test and validate different studies. We found that the disposal of real and abundant data
often represented a valuable research asset. The SmartUA project thus also contributes
to an essential and necessary element of academia: research. The data offered by the API
conform to all open data regulations of the University of Alicante, guaranteeing security,
anonymity and data protection [85–87].

Moreover, we measured the platform usage indicators over the years, including those
referring both to application users (Figure 15) and to the development and maintenance
costs (Figure 16).
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The data produced by the usage graphs over the years (Figure 15) demonstrate both
the scope and magnitude of the platform and its services as well as the interest aroused
in the university community generally. The downward user fluctuations coincide with
holiday months, while peaks can be explained by the launch of new value-added services
that have been incorporated into the platform in accordance with the project’s roadmap.

These usage data, combined with the platform maintenance data (Figure 16), in which
management and development resources (measured in man-hours) have been stabilising
in recent years, reveal a dynamic platform that, thanks to a valid methodology, has resulted
in a project that is stable and sustainable over time.

Although surveys are planned for the next few years, no direct surveys have been
carried out to date on the general community regarding the use of the platform and how
it has influenced their quality of life. However, annual surveys have been conducted
with the university’s senior management regarding their perceptions of the most positive
effects of the platform’s implementation. A summary of the main indicators selected by
the university management is presented in Table 2.
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Table 2. Indicators identified by the university’s senior management.

Indicator
Impacted Groups Assessment

Directly Indirectly 2017 2018 2019 2020

Decision-making
regarding the

improvement of the
network infrastructure

Information
technology service

staff, whose work has
been facilitated

The whole community
due to service
improvements

high high high high

Improvements in
survey results on

connection quality
satisfaction

The community
generally as it has a

higher-quality service

IT service and senior
management due to

greater prestige
medium medium high high

Maintenance service
improvements thanks
to electricity and water

consumption alerts

Maintenance service
staff

The whole community
for service

improvements
- high high high

Decision-making
regarding

agglomeration control
to prevent COVID-19

transmission

Senior management The whole community - - - high

Even though over 20 value-added services have so far been developed within the
SmartUA project, we cited only five in this article: Wi-Fi, car recharging, agenda, electricity
consumption and access to anonymised data (APIData). The methodology proposed in
the framework was applied each time it was necessary to add new IT components to each
service. The reuse of existing components was possible thanks to the identification of
the technologies, their classification, the decoupling of the service for which they were
originally used and their integration through SOA. As can be observed in Table 3, the
services that were added over the years made use, where necessary, of existing components,
thus avoiding unnecessary duplication.

Table 3. Reuse of sensors in the different SmartUA services.

Wi-Fi
Sensor

Electric
Meter
Sensor

Car Recharge
Sensor IoT

Device

Agenda
University

Data

Wi-Fi Service X
Electricity Consumption Service X X

Car Recharge Service X X
Agenda Service X
APIData Service X X X X

The university’s Wi-Fi sensors were used for the Wi-Fi service, and the existing smart
electric meters for the electricity consumption service. However, the electricity consump-
tion service needed data on area usage, and these were obtained from the number of users
connected to the Wi-Fi. The latter data were also necessary for the vehicle recharging
service. For its part, the agenda service is fed by the university agenda database and the
APIData service uses all the information collected from the different sensors.

The data of the different services can now be displayed in dashboards, which can
be made available on-demand upon user request. They offer indicators of interest to
community members, encompassing information about aspects such as Wi-Fi consumption,
water and electricity consumption, agglomeration alerts, available car charging points,
used and available vehicles and bicycles, classroom occupancy and air quality (Figure 17).
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It is worth noting that the framework’s methodology made it possible to take ad-
vantage of many IT components, such as sensor networks, storage services and water
and electricity meters that had been installed at the university, independently of the
SmartUA projects. They had been set up both previously and in parallel to SmartUA.
This ability to take advantage of existing IT components is among our framework’s goals.
Another objective is that new IT elements generated by value-added services may be
incorporated with minimal effort and without any major setbacks. Table 4 shows all the
components that we have been able to integrate, through either reuse or incorporation.
Only a small-sized work team was necessary, but they worked on a flexible basis thanks to
the application of the framework and the clear incorporation mechanism described in our
proposed methodology.

All of the above shows that the implementation of the proposed IT conceptual frame-
work allows the suitable management of such large-scale projects as smart university
projects and with limited resources. Furthermore, it brings about a positive impact not
only on the government layers, thanks to its strategic alignment, but also on the more
technical strata, achieving a flexible platform. Modularity is designed in the platform’s ar-
chitecture: not only does this allow the correct development of the platform but, even more
importantly, it makes it sustainable over time and attractive to the university community.
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Table 4. IT components integrated in SmartUA.

Layer Reused Incorporated # Services

Cisco Wifi Sensor Monitoring 3 13
Data Acquisition Components Business/ingest 3 3 28

Smart Wifi Quality Sensor Monitoring 3 1
Data Access Components Business/retrieval 3 3 28

Electric Meter Monitoring 3 5
Water Meter Monitoring 3 4

Events Database Business/storage 3 2
Security Camera Monitoring 3 5

Incidents Database Business/storage 3 1
Car Recharge Sensors IoT Device Monitoring 3 1

Temperature Sensor Monitoring 3 3 7
CO2 Sensor Monitoring 3 6

Air Conditioning Service Business/service 3 3
Parking Database Business/storage 3 5

Air Quality Service Business/service 3 2
Pollen Sensor Monitoring 3 1

Anonymisation Components Business/processing 3 3 21
Data Preparation Components Business/processing 3 28

AI Processing Components Business/processing 3 16

9. Conclusions

A distinguishing feature of universities has always been how they foster creativity,
innovation, social and intellectual development and collaboration. This innovative devel-
opment has the characteristic of transferring more innovation to its environment than to
itself. However, the opportunity to develop complete large-scale solutions on the existing
campuses of most universities makes it possible to globally systematise innovation. For
this reason, a university’s shift towards a smart university model is a challenge in itself, as
universities can function similarly to much of a region’s social, innovative, economic and
industrial activity and export their model to communities around them.

To implement these initiatives and transition towards a smart university model,
frameworks, methods and models are needed to support the different stages of macro-
projects such as these. Due to their huge scale and scope, they usually take several years to
accomplish. In order to make these smart university projects viable over time, mechanisms
allowing the achievement of scalable, flexible and sustained solutions over time are needed.
The ability to systematise/automate processes gives the project less of an artistic nature
and more of an engineering one, leading to the specification of resources, timeframes,
budget, etc.

Based on this assumption, we presented an IT conceptual framework for the modelling
of smart university projects. The first step was a service provision model, supported by
an IT architecture consolidated with a methodology for IT component integration. The
latter allowed the generation of a consistent platform in which it is feasible to flexibly add
new services and avoid duplications. All this was enriched with a service planning process.
This can be understood as governing instruments that seek to align different actions or
initiatives with the university’s strategic plans, thereby contributing to good governance.

This framework was designed before the SmartUA project was developed and it was
intended to be generic. It was applied from the very beginning of the smart university
project at the University of Alicante. The framework has proved its effectiveness over the
six years for which it has been running. It has allowed the development of the platform in
a stable way, and the secure and flexible creation of over twenty value-added services that
are closely aligned with the university’s strategic plan.

The results relating to the use of the services have shown that the framework, in
addition to having facilitated the development and maintenance of the smart platform, has
permitted the generation of a range of services of great interest to the university community
and which have been popular over the years. Finally, it is also clear, based on maintenance
costs over the years, that the use of the proposed IT framework promises to make smart
university projects highly sustainable.
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Future improvements in the short term include not only the incorporation of new
value-added services aligned with the university’s strategy but also the enhancement of
performance, using both warnings and notifications. This latter work has already begun.
Electronic actuators have also been incorporated. They allow the automation of crowd
control elements and university processes. The concept has also started to be transferred to
medium-sized populations to take advantage of the initiative and validate the platform in
more open environments. In the medium and long term, we will work on incorporating
artificial intelligence into the platform in different architectural layers: both in monitoring
and acquisition, as well as in information storage and processing and in the processes of
creating services and the generation of alerts and decision-making support more generally.
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